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Zubi: RAYVY NPOIMRTION RISURANCE (IA) PROGRAM

Aaf: ‘a) SECHAVINST S223.3
iz] OPHAVINST Z23%.1E
fo) COMWNAVEESZORINST 323%9.2

fnzl: 11) Examgle of Perscnally-owned Microcomputer
RardwarsfSofrware Uzer Agresment

1. Furpose. To implement refsrences (al and (b)), esztaklish the
Jepartment of the Wavy Information Assurancg Frogzam f£or Naval
Feserve Readiness Command, Regisw Eleven {REDCOM I1) and issue
polizy for appropriace use ang contrel of Navy-owned and
perscnally—owned computer hardware and sefiware thrsugniout REDCOOM
11.

2. Canceliation. COMMAVRESREDCOMEEGLIENST S23%.1C.

3. Scope. This imstructicn applies to all arganizational
corponents of REDCOM 11 and serves as a central managesment tool
to czatrol ssmmand Butomated Infeormetisn System (RIS) security
matters and covers all AISs developed, maintained, anaged,
sperzted or used by REDCOM 11 activities.

4, Action. The following policies will he observed:

z. TFamilla=irzation with thiz instruetisn and references [a]
hrougs (o) is necessary to protect all REDCOM 11 AIS, office
infermasion systems, networks, and the fata they process.
Reserve center commanding officers shall determine which of the
ALS Secuarity Organization assignments are appropriate for their
commands 2nd designate them accordingly.

&, Classified information will only be processec on
designated computer systems that are equipped with & remsvable
hard dSrive and have been approved by the Designated Approving
AuThority 4QAAR) . Any media that has been inh a classified RIS
will not ke introgured into an unclassified AIS until such media
has zeen cleared or declaszsified per reference (g]. Per
reference {e), all RIS and mediz will be protected according to
tre highest classificaticsn of data that is pracessed on the ALS.
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<. Hardware snd zoftware purchased by the Mavy will be Por
Cificial Jse Cnly. MNavy-owned hardware snd softwars ray not be
used for personal serefit except when autrhorizes by nighar
autfncrity. Havy-owned scfoware will ner ke copled excep: for
backup purposes or as suthorized by the software manufacturer
davy-gwned computer hardware and/or software may be “sed in orhew
than ceommand spaces with wrirtteq approval from the szporopriate
department director proviied it has been coocrdinazed with The
Avtomazed Information Systems Security Qfficer (AISS0O).

d. Camgucer hardware and/er software ~ured by command
Perz-onnel may Se _sad in command spaces with written Approval
from the DAR. Authorization will only be granted when ComImand
Iesources are not adequate or awvailable for the purpose far which
suthorizaticon Iz peing requested. Priar to authorization,
cersontiel must coordinate with the command BIsSso. Enclcsura (2}
zhall be vsed ag a sample to certify auchorization —o use
smmally=pws S micres---uter hardwars oo ar software.  REDCOM

ot ZI_ for &~  amage ~-, . LEiale for the
payslcal security of the microcomputer harawaxs and/or software.

2. JSoftware/hardware installationfupgrades and moalfications
te the configuration will only be mads after ecordination with

the command AISSO. Q

E. BE. WEISS
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FERSONELIY-OWNED MICROCOMPUTZR HREDWARE/SOFTWARE
O3ER AGREEMENT

o Eme Coda

Teleohone Ho. 3ldc/3m

Title/Descr of eguisment
Primary Arplicasion/Software:

Ru.es zhnd responsibilities for personally-owned microoomputer Rardware
ani socitwars used for processing Govermment data:

1. Ho classified data is nandled, processed, or stared on Elis
zersonally-owned microcomputer.

2. The Government is reliaved af any liapility for the personally-
ocwned nicrocomputer hardware and/or software while on the premizes.

3. All appiicatisn programs developed to maripulzste or PIDCERS
Spvernment busipess, financial, aroperty, or personnel datz on this
perscrally-owned microCompuTer are Governmmant proparty,

4. The owner certiZies on the bottom of this form that all Government
pIsperty and data are removed and the system iz sanitized prior ta
permanent removal frow (command name) »f the persenzlly-owned computer and
itz storage media.

The undersigned accepts the zbove responsibilities to yse nisz/herx
personalily-owned micrococmputer hardware and/or software far Sovernmens use,

Date: Cwier:

Cepzstment Directos:
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I, . , certify that ail Covernment
procerty and data has been removed and the system listed above has been
sanitized oricr to removal from [command named.

 Zigrature of Compurer Qwner Date

Enel 1)




— g — o —

R — e —

RN —— e g

TR .

o ——

- —




